System Center Configuration Manager 2007 — Site Topology and Provisioning

Reference: http://technet.microsoft.com/en-au/library/cc507089.aspx
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Provisioning Summary

Server Specification

oS Windows Server 2008 SP2 64bit
Processor 2 Core

RAM 4GB RAM

System Drive 40GB

Data Drive 100GB

Other Items

Logs Periodic removal of IIS and System logs
Default Web Site Located on data drive

Domain QUTAD

Server Names

SCCM-SS
SCCM-MS01
SCCM-MS02
SCCM-FOD
SCCM-DO1
SCCM-D02
SCCM-PSPO1
SCCM-SQL

Firewall Rules

Reference: http://technet.microsoft.com/en-us/library/bb632618.aspx
Complete fire wall rules can be viewed at: https://security.qut.edu.au/IARF/

Border - Not required

Corporate
SCCM-SS
- RPC End Point Mapper 135 UDP TCP in (SMS Provider)
RPC Dynamic 50000-50200 TCP in (SCCM Console)
-HTTP 81 TCP in (Server Locator Paoint)
-HTTP 80 TCP in (Reporting Point)
SCCM-SQL
-HTTP 80 TCP in (SQL Reporting Point)
-HTTP 81 TCP in (Management Point)
- SQL 1433 TCP, 1434 UDP in (from PXE Service Point)
- SMB 445 TCP in (Distribution Point)
- NetBIOS 139 TCP in (Distribution Point)
SCCM-MS01
- HTTP 8530 TCP in (Software Update Point
-HTTP 81 TCP in (Management Point)
SCCM-MS02
- HTTP 8530 TCP in (Software Update Point
-HTTP 81 TCP in (Management Point)
SCCM-FOD
-HTTP 81 TCP in (Fallback Status Point)
- (Out of Band Service Point) to be confirmed
-HTTP 81 TCP in (Distribution Point)
- SMB 445 TCP in (Distribution Point)
SCCM-D01
-HTTP 81 TCP in (Distribution Point)
- SMB 445 TCP in (Distribution Point)
SCCM-D02
-HTTP 81 TCP in (Distribution Point)
- SMB 445 TCP in (Distribution Point)
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