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Overview

Because Cybersecurity threats have become more complex, targeted, and persistent, they 
pose a serious ongoing challenge to your business. Security hardware and software prod-
ucts alone are insufficient to stop today’s most advanced attacks. Modern cyber defenses 
require proactive security operations run by highly trained staff with the experience and 
expertise to detect and disrupt sophisticated threats. Staff with the right skills and experi-
ence are in high demand and short supply.

The Cisco® Cyber Range Service helps security staff build the skills and experience neces-
sary to combat modern cyber threats. Based on real-world conditions, Cyber Range 
provides a synthetic war-gaming environment that allows staff to play the role of both 
attacker and defender in order to learn the latest methods of vulnerability exploitations and 
the use of advanced tools and techniques to mitigate and uproot threats. 

Cisco Cyber Range Service provides: 

ㆍReal-life experience reacting to and defending against rudimentary and complex cyber 
   attacks, including advanced persistent threats (APTs)

ㆍDeeper understanding of leading security methodologies, operations, and procedures

ㆍAdvanced skills in deploying proven protection models and utilizing the latest security 
   tools and techniques

ㆍBuilding teamwork and responsibility management in order to balance workload and bring 
   focus to core competencies

Solution Highlights 

Cyber Range is a platform to experience the intelligent Cybersecurity for the real world. 
Think of a flight simulator where pilots learn how to handle complex systems in 
different flight situations. The Cyber Range is a similar environment for security staff.  
Cisco Cyber Range is a kind of sand pit environment that is simulating the network and 
applications of a typical enterprise customer. But the solution is not just focusing on 
technology it looks into the people, skills, processes, data and obviously at all the 
things are connected to the internet.

The Cisco Cyber Range Service is built upon the following components:

ㆍBased on operations-driven 
   models that brings together 
   people, process, and 
   technology in responding to 
   threat scenarios

ㆍLeverages threat focused, 
   visibility driven, and platform-
   based security tools, 
   empowered by Cisco cloud 
   intelligence security services

ㆍSimulates over 50 different attack scenarios and over 100 real applications

ㆍConstantly updated with the latest attacks and threat scenarios

ㆍUses a virtual environment that can be accessed remotely, any place in the world
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Why Cisco Services 
The Cisco Cyber Range environment is based on Cisco’s many years of experience imple-
menting and running security in customer environments as well as the tools and techniques 
used by Cisco for its own internal security operations. Cyber Range can simulate a number 
of infrastructure services and attack and defense capabilities in a number of key ways.

ㆍArchitecture Design validation 

ㆍPlaybook creation and verification  

ㆍSOC Team cyber war game  exercise and incident response practice

ㆍHands on training for certain technology train  

ㆍThreat mitigation process verification

ㆍSimulating new (zero day) or evolving threats in order to develop appropriate mitigation 
   strategies and techniques

For More Information
For more information about the Cisco Cyber Range Service, contact your local account 
representative or email cybersecurity-apjc@cisco.com 

Service Specifications
Cyber Range can simulate a number of infrastructure services and attack and defense 
capabilities. Table1 lists the standard services available.

Table1: Service Features

        Infrastructure

ㆍWired, wireless, 
   and remote access
ㆍNetwork and routing
ㆍClient simulator
ㆍServer simulator
ㆍApplication simulator
ㆍTraffic generation

                        Attack

ㆍDistributed denial of service(DDoS)
ㆍDay-zero attack
ㆍNetwork reconnaissance
ㆍApplication attacks
ㆍData loss
ㆍComputer malware
ㆍMobile device malware
ㆍEvasion techniques
ㆍBotnet simulation
ㆍOpen-source attack tools
ㆍVirtual network attacks

                     Defense

ㆍGlobal threat intelligence
ㆍClient endpoint security
ㆍFirewall, IDS/IPS
ㆍSignature-based and 
    behavior-based detection
ㆍWeb and email proxy
ㆍWireless security
ㆍApplication visibility and control
ㆍTelemetry analysis
ㆍIdentity and access management
ㆍSecurity and event management
ㆍInvestigation tools
ㆍOpen-source defense tools
ㆍCisco TrustSec® 
ㆍSoftware-Defined Networking

Features and Benefits
The Cisco Cyber Range Service simulates a complete network, server, and application 
infrastructure environment. Figure 1 provides a high-level overview of the Cyber Range 
environment.

The application and network infrastructure zone represents a typical internal IT environment, 
simulating an Internet border gateway (gateway block), data center and application services 
(server block), and local and remote user access infrastructure (user block). The defense 
zone represents the security operations center. Within the defense zone, members of the 
blue team have access to an array of systems to monitor, react to, and defend the internal 
environment against threats. The attack zone represents an external environment. The red 
team has access to the latest tools and techniques for attacking the internal environment, 
both through the gateway block and from within the user block. The monitor zone allows the 
green team (including Cisco staff) to control and evaluate the overall war-gaming simulation.
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Figure 1  Cisco Cyber Range Environment
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Cyberthreats affect the security and
economic viability of nations and
businesses alike.

IT Megatrends Creating an Any-to-
Any Problem
Some important market trends are
increasing the pressure on IT resources.
These trends make the task of securing
business assets harder and more complex.

• Mobility: Endpoint proliferation is a game
changer; employees are accessing the
network from anywhere, with any device,
at any time, and with an increasing
number of third-party applications.

• Cloud: Virtualization is moving data
and applications to the cloud and

raises these questions: How secure is
companies’ sensitive data in the
cloud? How secure are the
applications in a cloud environment?

• Consumerization of Devices: Uses
social networks equally at home and
at work, blending business and
personal use.

• Internet of Everything: Thus
intelligent connection of people,
processes, data, and things will open
new opportunities and challenges at
the same time.

Last but not least, with all these evolutions,
the threat landscape is growing rapidly
and is getting more complex than ever
before. Cyber criminals and hacktivists

are getting stronger through collaboration,
and they are refining their methods
constantly.

Despite all of these factors, the
important principles of security haven’t
really changed and should be still part of
the security framework of enterprises:

• Visibility with the elements of identity,
trust, compliance, and event and
performance management

• Control encompassing security policy
enforcement and event mitigation

Obviously speed of detecting potential
attacks and quick remediation become
important to protecting company assets.

Security Professionals Need to
Rethink Their Security Strategy
Traditional protection tools and methods
are no longer adequate to cope with the
increasingly sophisticated threats. More
and more security controls are moving
into the network because it touches
everything. Perimeter-based defenses
are no longer adequate to protect
critical assets. One could state that in an
any-to-any world, a single network
perimeter almost no longer exists. A
holistic approach to security is needed
to make sure that threat monitoring is
taking place at all vectors, including
email, web, network, applications, and
users themselves.

On the technology front, anomaly-
based threat defense solutions are
evolving. In addition, signature-based
solutions and next-generation firewalls
come into play to better cope with
advance threats.

Modern cyberattacks range from
traditional denial-of-service attacks to
complex, advanced persistent threats

(APTs). APTs are of greatest concern,
where an adversary gains system
access, maintains a foothold, and
attempts to disrupt systems or steal
information. APTs use a blend of
attack techniques, including phishing,
advanced malware, and command
and control networks. Attacks are
targeting users based on publicly
available profiles on social websites,
which makes it easier to personalize
these attacks and more difficult to
detect them.

Facing these new threats requires us
to increase our knowledge and to
collaborate globally to improve our
threat intelligence.

The intelligent network plays a crucial
role in providing analytics to help
enterprises make accurate and timely
security decisions. With holistic
security solutions that bring together
threat intelligence, security policy, and
enforceable controls across all
touchpoints on the network, we can
stay safe.

Visit the Cisco “Security for Today & Tomorrow” web page:

http://cs.co/9006kJOo
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Cisco Cybersecurity

Cisco Cybersecurity solutions make 
sure that security is a fundamental
component of the intelligent network
fabric by using a multilevel approach,
building security controls within and
around the core network.

In-depth security requires an adaptive,
responsive, and always-on approach
that is also architectural. Cisco’s
network-based approach presents a
closed-loop solution that allows
organizations to act smarter and more
quickly before, during, and after an
attack through better governance, better
data protection, policy management,
remediation, and ongoing optimization.

Cisco Cybersecurity Services are a set of
plan, build, and manage services that
help evaluate the effectiveness of an
organization’s security program and
governance practices. Cisco can design
and deploy a security network
architecture that provides detection and
remediation capability and is based upon
your organization’s risk tolerance. These
services can help you manage or
selectively outtask security operations to
flexibly detect current and new threats
that might compromise safety, intellectual
capital, finances, and/or privacy.

“The Internet of Everything is
quickly taking shape, so the
security professional needs
to think about how to shift
the focus from simply
securing the endpoints and
the network perimeter.”
Chris Young, SVP Security and Government
Group, Cisco

We Are All Under Attack
Olaf G. Krohmann, Director, Cisco Services

Security is and always has been an integral part of any IT network. However,
today’s IT networks have become more critical, underpinning many of our
nation’s most vital services. Utility, energy, financial, healthcare, education,
and government organizations depend on the integrity of information and
communication infrastructure in order to function reliably.

Breaches Happen in Hours But Go Undetected for Months or Years

Source: Horizon Security Report 2012

   



Cybersecurity threats have become more complex, targeted, and persistent,
posing a serious, ongoing challenge to an organization’s business. To deal
with these challenges in a hyperconnected world, customers need a simple,
scalable threat-centric security model. Cisco’s new security model
addresses security before, during, and after the attack. This model helps
ensure visibility across the whole attack continuum in a holistic way.

The demand for a deeper
understanding of today’s threat
landscape and the need for support in
deploying a holistic security model
have led to the development of new
security services to address the entire
attack continuum.

Largely because of compliance and
risk-management requirements,
enterprise IT has traditionally weighted
IT frameworks in favor of security
controls that mitigate known threat
vectors. A holistic security approach
requires the security organization to
examine threats through a security lens
against the entire attack continuum
model.

We use Cisco’s Security Control
Framework1 as a representative lens
over network security to identify actions
that might be required to achieve the
two fundamental security objectives:
visibility and control. Threat vectors
continually evolve in the attack
continuum because of pivoting and
compromised trust relationships, so
organizations invariably find that the
goals of their security controls change.

Before
Undoubtedly it is important to
understand what we need to defend.
Classifying users has to be done in
meaningful trust levels according to how
critical the accessed applications and
systems are. Obviously, mobility and
Cloud services could make this more
complex. After you determine what to
defend, the monitor components come
into play. In today’s world we could
roughly split that into classical security
information and event management
(SIEM) tools and maybe into more
advanced tools sets following an Open
SOC (Security Operation Center) model.
This step is truly a task of analyzing data
from many devices and application logs.
Signature-based tools but also behavior
analytics become more important.
Processing massive amounts of data
and their correlation with reputation
feeds means dealing with big data,
which suggests the need for new ways
of analytics (for example, graph cluster
analysis).

To achieve a business-relevant level of
control for a customer’s IT landscape,
we suggest defense in depth: hardening

the perimeter and implementing trust
zones and compartments across the
infrastructure and applications to
support different protection profiles
based on business rules. Knowing what
and how to protect critical assets makes
it possible to create a whitelist based on
business rules and policies that support
the enforcement of security controls.

During
When a network is under active attack,
agility is of the essence. Speed in
detecting what is being attacked and
determining the risk to the business will
be supported by the visibility and control
actions that customers established in
the “before” phase of the attack
continuum. Signature-based attacks are
generally blocked fast if you have
deployed proper updates of signature-
based intrusion prevention controls or
have subscribed to a “live” security
intelligence threat feed.

ATP (Advanced persistent threat)
attacks require behavior analysis, and
that requires an understanding what is
an abnormal behavior in a given IT
infrastructure. Proactive engagement is

1http://www.cisco.com/en/US/docs/solutions/Enterprise/Security/CiscoSCF.html

thus needed to create a baseline of
what is normal behavior. In this phase,
your security control goals will likely
focus on blacklisting known
compromised nodes and users or
scrubbing network traffic flows
because threats are now pivoted from
within your network. The quality of
your blacklisting hinges on the
accuracy and timeliness of your
security visibility controls in identifying
malicious traffic.

After
When the dust has settled and recovery
is under way, an organization’s security
goals evolve yet again to those focused
on remediation. Beyond patching and
restoration, remediation entails
incremental improvements of the
security visibility and controls to mitigate
the reoccurrence of attacks.

The network must be able to quickly
identify dormant but otherwise
compromised hosts or users when they
start initiating channels for
reconnaissance, command and control
communication, or data exfiltration. This
capability suggests the importance of
being able to reliably identify and
quarantine compromised nodes and
users, where integrity validation and
traffic flow analysis might take center
stage.

Without a doubt, the
continued visibility of your 
IT infrastructure during the
entire attack continuum is
critical to defining your
security architecture.
Organizations may consider
conducting attack simulations
and assessments to draw
insights about their IT
infrastructure. Aside from the
implementation of technical
controls, you may find that
the most effective security
controls lie in more mature
security processes or
proficient incident
investigators.

Understanding this viewpoint of
security along the attack continuum,
you might engineer your security
architecture differently from how you
do so today. As the Cisco 2014
Annual Security Report suggests, it is
not a question of if, but when and how,
Internet criminals will get into your
network.

“The threat landscape continues
to get more and more
sophisticated, through malware
and advanced persistent
threats. But basic security
appliances are no longer
solving the problem, and
managing those threats from 
a security perspective is a big
challenge for most companies.”
Bryan Palma, Senior Vice President and General
Manager, Global Security Solutions, Cisco

Cisco Cybersecurity Services

Cisco Cybersecurity Services are a 
set of plan, build, and manage services
that help design to increase control and
visibility of an organization’s information
security programs before, during, and
after an attack. Cisco can design and
deploy a security network architecture
that provides detection and remediation
capability and is based upon your
organization’s risk tolerance. These
services can help you manage or
selectively out task security operations
to flexibly detect current and new
threats that might compromise safety,
intellectual capital, finances, and/or
privacy.

The Cisco Cybersecurity Services are
based on Cisco’s many years of
experience implementing and running
security in customer environments as
well as the tools and techniques used
by Cisco for its own internal security
operations.

Download the Cisco 2014 Annual Security Report:
http://dcg.cisco.com/go/4h
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Knowing What and
How to Defend
Knowing Your IT Landscape: Intelligence,
Visibility, and Controls Behind Cybersecurity
Olaf G. Krohmann, Director, Global Security Solutions
Shyue Hong Chuang, Senior Security Architect, Global Security Solutions
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