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Conference Presentation or Workshop Title: 

 

OpenWrt - Enterprise Security on low cost hardware 



Abstract: 

In this workshop, we will spend the day setting up the many enterprise security and networking features of the 

robust, stable, and extensible open source firmware OpenWrt on common and inexpensive hardware. 

The point of this tutorial is to introduce non-networking people to networking and security concepts in a very 

hands-on manner. Each participant will get a OpenWrt compatible router to experiment on during this workshop. 

In this hands-on session, you will setup a test environment on the router. 

On the low cost router that will be given to each and every participant to use during the day, you will learn how to 

setup and test the following items: 

 A stateful firewall, NAT and port forwarding 

 VLANs 

 Separate subnets for each LAN port and WiFi with different DHCP arrangements 

 VPN Server using OpenVPN 

 Intrusion prevention system (IPS) 

 Port knocking 

 SSH server with different configuration for each interface/subnet. For example, only public key login 

accepted from WAN and WiFi but allow login with password through LAN ports. 

 SMTP agent to allow sending notifications via email 

 DNS 

 Custom scripts to send security notifications 

What else can you do with OpenWrt? Almost anything you can do with Linux! You can set up a webserver, asterix, 

bittorrent, network monitoring, bandwidth monitoring, etc.; the list goes on and on! I will touch upon many of 

OpenWrt's over 3400 packages throughout the tutorial. This will provide a good grounding for each participant as 

to what OpenWrt can be used for. I will happily provide advice for the individual situations of each of the 

participants either throughout the tutorial or afterwards! 

All of the OpenWrt basics will be covered first, including a proof-of-concept of how to build OpenWrt from the 

source! This tutorial doesn't assume any advanced level understanding of any of the above concepts.  

Tutorial attendance requirements: 

 Basic understanding of networking 

 Basic understanding of *nix systems 


