




The evolution of attackers

Script 
kiddies

2008 2009 2010 2011 2012… 2013

The rise 
of hacktivism

Cyber 
war

April 2012
Anonymous knocks down 
the sites of the U.S. Dept. 
of Justice, the CIA, and 
the British Secret 
Intelligence Service.

December 2010
WikiLeaks supporters hit 
PayPal, Visa, Mastercard, 
and other financial sites 
with DDoS attacks.

January 2008
Anonymous executes a 
series of high-profile 
DDoS attacks against the 
Church of Scientology.

September 2012
Syrian Cyber Fighters 
launch Operation Ababil
with DDoS attacks on 13 
U.S. banks to protest an 
anti-Muslim video.

April 2011
Attackers use a DDoS 
attack against Sony to 
mask the theft of millions 
of customer records.

1996

September 1996
First high profile DDoS 
attack. NY ISP Panix.com
that was nearly put out 
of business.



The evolution of attackers

Script 
kiddies

20162015

The rise 
of hacktivism

Cyber 
war

January 2016
BBC sites targeted with 
the largest DDoS attack in 
history by the group New 
World Hacking using the 
BangStresser DDoS tool.

March 2015
Massive github DDoS
attack tied to Chinese 
government.

2014

December 2014
Lizard Squad strikes XBOX 
and Play Station 
Network.



Attacks

• Volumetric L3/4

• Reflection & Amplification

• ‘Low and Slow’ L7

• Blended

• Volumetric L7







Protecting Against DDoS is Challenging

Webification of apps Device proliferation

Evolving security threats Shifting perimeter

71% of internet  experts predict 

most people will do work via web or 
mobile by 2020

95% of workers use at least one 

personal device for work

190 million enterprises will use 

mobile apps by 2018

58% of all e-theft tied to 

activist groups

81% of attacks are multi 
vector

80% of new apps will target 

the cloud.

72% of IT leaders have or will 

move applications to the cloud 



The Threat is Real

DDoS as a Service Constant Attacks

Website Down! Your Money or your Website

For as little as $150 you 
can buy a week long 
DDoS attack

More than 2000 daily 
DDoS attacks are 
observed

1/3 of all downtime 
incidents are attributed 
to DDoS attacks

Hello!
All your servers are going under attack 
unless you pay 2 Bitcoin.
Please note that it will not be easy to 
mitigate our attack, because
our current UDP flood power is 200-300 
Gbps….
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Attack Threats: Pay up or Else!

• DD4BC claims ~400 Gbps

• Extortion demands starting at 25 Bitcoins

• Initially targeted Bitcoin, Payment 
providers, banks and now moving to other 
targets

• UDP Amplification Attacks (NTP, SSDP, 
DNS); TCP SYN Floods; and Layer 7 attacks

April - May of 2015: emails sent to legitimate businesses with the threat of massive DDoS attacks

Sample from actual email





Once they were only a few, now 
attackers are coming out in record 

numbers



Pre-Packaged Automated hacking tools are an Increasing Problem







DDoS attacks hide the Real Threat
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I only see DDoS in the news a few times a year!

How much of it could really be happening right now?

Lets take a look…

http://www.digitalattackmap.com/

So what about right now?

http://www.digitalattackmap.com/




Please visit f5.com/security
for more information

https://f5.com/products/platforms/silverline/f5-silverline-ddos-protection/under-attack



