
Phishing with Office 365

*Minecraft, also a Microsoft product



Keep an eye out for a zombie villager, you might win something!

Like this guy, but not this one ->

Our users? 



• Environment Pre-migration – what we had

• Post-migration – what we lost

• Fun and games (well… not really) or bad 
timing?

• Review current processes

• Rasomware Mitigation strategies? 

• Lessons learned – zombie proof your village

Phishing with O365



What we had…

• 2014 - On-prem Exchange 2010

– Exchange servers just about all virtualised

• Mail filtering using Symantec Cloud 
(messagelabs)

– Pretty good protection



What we lost…

• April 2015 – migration complete

• Symantec Cloud turned off
– Spam and phishing increased

– Mail flowing directly into O365 basic protection 
(ATP filters not released to Education yet and 
expensive)

• Limited mail-queue visibility!



Fun and games?

More staff getting phishing emails, like…





Here be zombies!





How Ransomware works

http://cyberthreatalliance.org/cryptowall-report.pdf



The Angler exploit kit performs several steps to successfully infect 
systems: 

• Victim accesses a compromised web server through a vulnerable 
browser. 

• Compromised web server redirects to an intermediate server. 
• Intermediate server redirects to a malicious web server hosting 

the exploit kit’s landing page. 
• Landing page checks for the presence of vulnerable plug-ins (e.g., 

Java®, Flash®, Silverlight®) and their version information. 
• When a vulnerable browser or plug-in is found, the exploit kit 

delivers the proper payload and infects the machine.





Really bad timing to turn off our filters during April!



Some links from the Auspost/AFP phishing scam had a very interesting URL

How deep is the rabbit hole…



Several things happening here:

URL link in email: 

http://xxxxxxxx.xxx/system/logs/bfPYcul7XAGszr.php?id=example@example.com
(Redirect) 

http://post24-notice.net/ug22ectc.php?id=ZXhhbXBsZUBleGFtcGxlLmNvbQ== 
(AusPost Page with Captcha Challenge) 

http://post24-notice.net/ug22ectc.php?id=ZXhhbXBsZUBleGFtcGxlLmNvbQ== 
(POST captcha_code=26974, Redirect) 

Malware download from yandex share:

https://downloader.disk.yandex.com/disk/32b75c3ce244c43768c9b145dfb2999382cff4c20c1d4e6436bc973f5d6f2c2c/55dfdd3b/h2wvLwF-
bQZ1j6SxcVCNR3-
dtkMMzVoL32Hfz5PiWv9UfSrJ9Eg2byl0A0GbbKEwDiKC7Ch0Z4q7naihNm3ZWA%3D%3D?uid=0&filename=notice_139691.zip&disposition=attachment
&hash=bxVXwD%2BXezq9/mNrxNK%2BoVrgHqUuGuUhr/Vzer%2Bsmbg%3D&limit=0&content_type=application%2Fx-zip-
compressed&fsize=479629&hid=300b6c914d713e384b1d63950315e9d0&media_type=compressed&tknv=v2 

File saved as notice_139691.zip



Redirect php scripts and Malware for other campaigns



What web application uses /system/logs??? Lets go back a folder…

Huh? I can browse the file structure??
wow…



Lots of sites with the
Same file….

… All shopping sites...

Some kind of
Shopping cart?

All world readable….

Lots of these
Hosting malware



Yup…. Opencart



Opencart v 1.5.6 …. 1st Aug 2013!!

About the only version with this file

So we assume that this old version is
Vulnerable and being used to host malware











Anyway… 

How do we block these sites?
And protect our Staff (or village)



Help!

Grrrrr



We use Packetlogic

We can block URL’s

It’s not really designed for this

But it works!



Lets change some processes

• Block some URL’s (http://*/system/logs/*)

• Block captcha image (users couldn’t see it)

• Report websites to Netcraft, AusCERT

• Try to get websites taken down (AusCERT)

• Educate users

• Clean-up processes (several Cryptowall
infections)

http://*/system/logs/*)


Ransomware Mitigation 
strategies? 

• Considered restricting local Admin rights

• Use IDS alerts to detect users clicking on links

• Block executables running in Appdata/temp folders?

– Application restrictions in GPO’s

• Scanning fileshares for Cryptolocker files?

• Removed Domain admin rights from every-day login accounts (IT Staff) 
– provide alt login



• Office 365 protection not working

• At the time, MS ATP services just released

– Not available to Education yet, will cost more

• Really need to stop phishing emails

• Produce graphs! 

• Campaign for reinstatement of email filter 
(Symantec.Cloud)

Conclusions





Filtering turned off

Filtering turned back on

“Reported” phishing emails from Staff 
there might have been a lot more! 



March 2015



March 2016



• Symantec Cloud (messagelabs) license still valid until the end 
of the year

• Nov 2015 – turned filtering back on

• License renewed – CAUDIT pricing came out

• New features!

Symantec.Cloud



Symantec.Cloud

• eMail filtering – includes:

– Malware

– Anti-Spam

– Data protection policies

• MSS – Managed Security Service

• Web filter – agent or proxy

• Customisable reports & Dashboard





Lessons learned

• Filter your email! – mixed solutions?

• Educating users, 

– Anti-virus up-to-date

– Phish your own Staff?

• Able to block URL’s 

– Use AusCERT Malicious URL feed on Proxy servers 
or black hole DN, proactive protection



• Using AusCERT’s IRC chat (free for members) –
community help!

• Consider the Dept. of Defence top strategies:

1. Application whitelisting (yeah that’s hard)

2. Patch applications

3. Patch OS

4. Restrict admin privileges

– As well as #5 - #35

Lessons learned



• Discontinue the use of Flash, keep Java up to date (or 
discontinue as well?)

• Thanks Netcraft for the USB stick!

– (100+ phishing sites reported)

• Never dig directly up or down – or you’re going to have a bad 
time!

Lessons learned



Questions?


