OF BIG ONES.

AYDEN BEESON CHARLES STURT UNIVERSITY
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* Oversaw the s PABX’s with our current IP

based telephony system
. ® Over the years, have become one of the senior network staff
*1 have 3 kids, all currently at primary school, 2 cats and 1 dog.







ase” script via




’.}\lo‘r C

* forward stays un etting a new IP

® reverse stays until another device takes that specific IP
@




®* |IPAM done via a spreadsh point had about 10 tabs with the

=l

(f different private spaces, publlc spaces, planned vs implemented, VLANSs etc etc.



lel ing devel

se’rin s

®* Hacked again to man 1on classful subnets (/22s)













137.166.X.x Charles Sturt University (Planned) (3rd Octet)
65536 32768 16384 8192 4098 2048 1024 256
1 2 4 8 16 32 64 256
65534 32766 16382 8190 4094 2046 1022 254
65534 65532 65528 65520 65504 65472 65408 65024
M6 7 g M9 120 21 122 124 VLAN name
0 128 192 224 240 248 252 255 (class C size)
Management 0
Mgmt & Mgmt & Loophack 1
Server Point-to-Point 2
BSEC3 3 bsec3
BPUB4 4 bpub4
Server BCAMPS L} bcamps
Server (Future) B
Server (Future) T
BRADS 8 brad8
BRADS 9 brad9
BRAD10 10 brad10
Radio BRAD11 11 brad11
BRAD12 12 brad12
BRAD13 13 brad13
BRAD14 14 brad14
BRAD15 15 brad15
BSTF16 16 bsti16
BSTF17 17 bstf17
BSTF18 18 bsti18
BSTF19 19 bstf19
Staff B3TF20 20 bstf20
BSTF21 21 bstf21

BSTF22

bstf22
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IPvd ~ IPv6

'< Back to IPv4

Available subnets

B 137.166.0.0/16
EBathurst
> 137.166.0.0/24

> 137.166.1.0/24

3 Bathurst Point to Point

> Bathurst Secure

> Bathurst Public

> Bathurst Campus

3 BA Student-Wireless 850
[0 BA Student-Wireless 851

= BA Staff
> 137.166.16.0/24

> 137.166.17.0/24
> 137.166.18.0/24
> 137.166.19.0/24
» 137.166.20.0/24
> 137.166.21.0/24
> 137.166.22.0/24
> 137.166.23.0/24

> 137.166.24.0/24

Subnet details

Subnet details
Hierarchy

Subnet description
Permission

VLAN

Device
Nameservers

DHCP_updates
DHCP_template

Actions

137.166.16.0/21 (255 255.245.0)
137.166.x.x ' CSU public (137.166.0.0/16)
BA Staff

Read / Write / Admin

805 - Staff-805

Yes
staff_short

£ =0 20O

Bathurst (137.166.0.0/18)

BAStaff (137.166.16.0/21) has 8 directly nested subnets:

VLAN Subnet description ~ Subnet

137.166.16.0/24

137.166.17.0/24

137.166.18.0/24

137.166.19.0/24

137.166.20.0/24

137.166.21.0/24

137.166.22.0/24

BA Staff (137.166.16.0/21)

Used

210/254

210/254

210/254

210/254

210/254

210/254

210/254

Usage graph

% Free  Requests
17.32
17.32
17.32
17.32
17.32
17.32

17.32

F & Administration ~




o P

®* An active ope o] . \gu quy maintained

(f ® And most importantly, it was freel!










° AIIowe us fe e

(f * Site license for RHEL - VM’S makes it very easy




® Free too!

(f ® Interface is a little old, but functional
@






be created when

puppe’r is run on th a

= —mm

( ® The template determines how blg the pools are (if any)




Add subnet

Subnet
Description
VLAN
Device

Nameservers

Master Subnet

Check hosts status

Discover new hosts

Show as name

DHCP_updates *
DHCP_template

zone_id

2405:2d00:1100:208

ubnet descrniption

No VLAN

None

No nameservers

Selectw

2405:2d00:1100:2000::/56

Ping hosls inside subnetto ¢

Liscover new Nosis

Show Subnet nam

In this subng




e and forward

xt minute.

®* The hos’r details are 2 DHCPD hosts file, which is sent to

( the DHCPD servers within the next 5 minutes and loaded automatically




Add |P address

IP address * 2405:2d00:1100:2000:

Hostname example-entry.csumain.csu.edu.au

Description Aydens example entry for his PC

Owner IP address owner
Device abeeson-dt3

Additional notes about [P address

Note

Tag

Is gateway

for_zone_record_id | for zone record id

rev_zone_record_id

Unique [[] Unigue hostname

Not strict & Permit adding network/broadcast as IP

Cancel & F-Nl




. DNS and DHCP Design

Exported DHCP
from PHPIPA DHCP Host information——
every 5 minutes dhcpd.hosts file
—DHCP Templates—+
To be removed / Cut down at a
later date (soon) DHCP DHCP
> PHPIPAM ——— Subnetsandoptions st Hijarg > Puppet — e =
Template type to use pp EX|st|r.1g phone-hosts
DDNS toggle for subnet Loaded voip.hosts file
Nightly Both on the fly
full load, A Pushed at puppet |
incremental every minute apply time
COINESoon via SVN commits QA (Staging) &
P t )\ i
Host info for DHCP DNS mua':::,;;pﬁ,x el
Forward Zone Definitions Via CLl or Web
Reverse Zone Definitions SRR
Modifies DHCPD conf for new subnets
Creates new zones Sets up failover groups
Modifies dns conf to use them P group
Sets up pools, DDNS keys etc
DNS
Static IP addresses, Reverse Zone Creation / Deletion ) DNS
Netre MAC Address, hostnames L / J
. g IP Subnet Maintenance Crented Static Entries Pushed every minute DDNS
(view only, no user on the fly (eg Host A records, CNAME, MX) Forward & ——
input) by triggered NICTOOL > D N S Reverse names D H C P DHCPD
DB Perl script DNS DNS Management . | compares
. Servers pushed Servers |e—— /fandreloadsit
: Static Hosts ushe hosts different
Technically by DHCPD osts differen
WM “live”, but Names + IPs Forward and Reverse pushed live as hosts
triggered actually takes (PTR Records) (A/AAAA Records) e Get/Release
import from 2-10 minutes > . N‘S’UPDATE IP addr’s
CAAB DB View A A via
Registered Host info DNS DDNS Notes
CNAMES DDNS will create DNS entries as IP’s are issued
Manua! MX Records DDNS will DNS entries when DHCP release is received | i
creation SPF Records WIll remove entries when release Is recelved or once lease expires.
by User via TXT records DDNS uses DHCPD supplied host name first — Any range allowing non registered
web interfaces A . 2 q
CAAB Non CSU IP A records devices will have DDNS turned OFF to prevent bad hostnames getting into DNS.

DNS

Forward Zone definition




PHPIPAM

A

Static IP addresses,
MAC Address, hostnames
IP Subnet Maintenance

NICTOOL
DNS Management

DNS

CNAMES
MX Records
SPF Records
TXT records
Non CSU IP A records

DNS

Forward Zone definition




d authentication

their groups as required

® NicTool has the capability gins, but it’s a fairly new feature and we

e

(f haven’t had a chance to get it going yet.




Edit IP address

USER IN P UT P H PI PAM IP address * 137.166.4.2

\l Hostname seaprodll.csu.edu.au

Description Description

®* PHPIPAM is used to create subnets and assign R IP address owner

DHCP fempldfes Device Mone L

. . : L Additional notes about IP address
®* PHPIPAM is also used to assign static IP’s to Note

devices, and to set fixed DNS names for Tag Used v
qnyfhing that doesn’t DHCP, or needs static Ping exclude [0 Exclude from ping status checks

Is gateway No
DNS
for zone record id 1999

rev_zone record id | 1618

Unique @ Unigue hostname

Zancel » Edit IP



4

USER INPUT - NICTOOL

® NicTool gets most of the data from PHIPAM, however some records cannot be tied

to an IP directly

* CNAMES, MX records, NS records and SPF records are all added into NicTool
directly

New Resource Record

Lsumain.csu.edu.au.
Type: | CHAME Canonical Names ¥ | BFC 1035

Address |[fqdn.example.com.

m.

Location: |:| [2]

| Create | Cancel






DHCP

DHCP Host information:.

PHPIPAM

dhcpd.hosts file

DHCP
Servers

A




ith

allocated static

IP’s within |

y >y PHIPAM, then pulled by the DHCP servers
every 5 minutes. If a difference is found, the new file is copied into the working
v configuration and the service reloaded.

%




PHPIPAM TO NICTOOL

PHPIPAM

DNS
Reverse Zone Creation / Deletion
-
NICTOOL
DNS DNS Management

Static Hosts
Names + IPs Forward and Reverse
(PTR Records) (A/AAAA Records) _




logic around which

e

subnet size

® Handles PTR, A and AAA records for ha reéorl:ls;
= ® Talks to NicTool via the standard API
* Saves the NicTool ID’s back to PHPIPAM for deletes / modifications




NICTOOL
DNS Management

DNS

Static Entries Pushed every minute
(eg Host A records, CNAME, MX)

DNS
Servers




at requires it




> timeframe for

S

® If an error is encol ¢ to do the update every

minute

O ® 99% of issues we have seen relate to new zones that have not been created by

/puppe’r yet and are just awaiting a puppet apply to go live




PHPIPAM ——

DHCP

Subnets and options .|
Template type to use

DDNS toggle for subnet

Hiera




e and synchronised to Hiera

. Expor'red every

via SVN if a difference is found




Hiera

DNS

Forward Zone Definitions
Reverse Zone Definitions

NICTOOL
DNS Management




bfdc.
cappe.edu.au:

[N

charlessturt.ca: {} -

charlessturt.university: {}
charlessturtuniversity.ca: {}
csu.edu.au: {}

bb.arpa )
.2.ipb.arpa: {}
0.d.2.5.0.4.2.ip6.arpa: {}
0.0.0.0.0.8.0.0.0.d.2.5.0.4.2.ipb.arpa: {}
10.2.10.in-addr.arpa: {}
10.200.10.in-addr.arpa: {}
100.166.137.in-addr.arpa: {}
101.166.137.in-addr.arpa: {}



—DHCP Templates—+

Puppet

Modifies DHCPD conf for new subnets
Sets up failover groups
Sets up pools, DDNS keys etc

Creates new zones
Modifies dns conf to use them

y

DNS DHCP
Servers Servers







sure a zone is

e DDNS is configured EC key, allowing both NicTool and

(f DHCPD to push DNS upda’res through as requwed




les to work

® |Includes Failo de each subnet as needed

r







DNS
Servers

DDNS
Forward &

Reverse names
S

DHCP
Servers




-

* Works for both ¢ ‘ dresses leases, as long as the

(f host uses DHCP to ge’r ’rhe IP







5x works but

[N

® The next major version of , .3) will have fully re-written device

( management to address this problem
@










mask: 2508 .2.0.0.0.d.2.5.0.4.2.ip6.arpa

range:

- 137.166.62

r

- 2405:2d00:200:1100




