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I would like to thank Wilber Williams, the Chair of the QUESTnet2001 Organising Committee and his committee members for inviting me to speak here today.

We all know that, in today’s ‘global village’, information is a valuable commodity and that much of this information is transmitted through or stored on computers and computer networks.  Furthermore, computers and computer networks have now underpin the infrastructure upon which we all, knowingly and unknowingly, rely.

The information technology revolution has radically altered the way in we communicate, do business, access information and, for many Australian’s, the way we work and live.  

Yet, as with every revolution, the benefits of the information technology revolution do not come without negatives.

Alongside the opportunities arising from our reliance on technology to connect people comes the challenge of protecting computer networks, the information they transmit, and the people who use them.

As a result of Australia’s increasing adoption of information technology, cybercrime – which can be roughly defined as any unauthorised activity which involves or uses computers, digital technology, the Internet, communications systems or networks – poses a threat to Australia’s security, business, and citizens.

The challenge facing all of us is how we counter this threat.  

What I would like to do today is to look briefly at the role which criminal legislation will play in countering this threat.    

As I looked through the conference program, it struck me - not only am I the only person addressing this conference who is not an engineer, network administrator or IT Director, I am also the only legislator.

This is illustrative of a divide that I believe must be bridged.

That is, the divide between the information technology industry and the people who ultimately make the laws which regulate and protect it.  

Because developments in information technology and communications, and in the industries that they support and spawn, are so rapid, governments are always reacting to problems after they have arisen.  This is particularly true in respect to information technology, where existing criminal laws do not extend to the new ‘cybercrimes’ which have emerged.

Meanwhile, in the absence of effective legislation and law enforcement, the IT industry is developing technology and self-regulation to try to prevent unauthorised and damaging access to their computers and their systems.

There should not be a divide between the public and the private sectors.  

I believe that we need to have a partnership between policy makers, legislators, industry participants, the community and law enforcement agencies to develop the best possible regime to counter illegitimate and damaging use of information technology and communications systems.

There is a clear need for legislation in this area which is technologically, conceptually and practically difficult to either regulate or protect from criminal abuse.  It makes little sense either for governments to divest responsibility to the private sector, or for governments to legislate independent of the needs and expertise of the private sector.  

Which brings me to the Cybercrime Bill 2001, which the Attorney General introduced into the House of Representatives on Thursday last week.  

This Bill, which is based on Chapter 4 of the Model Criminal Code – “Damage and Computer Offences”, introduces new computer offences, and extends law enforcement powers to search and seize electronic data.  The offences in the Bill replace the existing offences in the Crimes Act, which, only 10 years after they were introduced, are already considered to be seriously outdated.  

The Cybercrime Bill has obvious implications for the industry which you work in and represent.  

It may also have implications which have not been anticipated by the drafters, or by the legislators who do not have your technical expertise.  I will briefly outline the new offences and law enforcement powers in the Bill, and raise a number of related issues, particularly with respect to the new law enforcement powers.

However, before doing this, I would like to consider the basic question – is it really possible to legislate against cybercrime in an effective way?  

While I believe that ultimately the answer is yes, the difficulties in drafting adequate legislation in this area should not be discounted.

The starkest illustration of these difficulties is the question of whether or not cybercrime legislation should attempt to define the fundamental element of the offences which it establishes – the computer.  

The Government, following the recommendations of the Model Criminal Code Committee, chose not to include a definition of ‘computer’ in the Cybercrime Bill.  Consequently, in any prosecution for an offence under the Bill, the concept of ‘computer’ is to be given its ordinary meaning by the courts.  

The dangers of attempting a definitive definition in the legislation are clear.  Any definition may rapidly become under inclusive, as legislative definitions cannot keep up with rapid changes in technology.  Alternatively, it may be over inclusive, as there are an ever-increasing number of items which, although outside of the scope of what is intended to be covered by computer offences, contain computerised components.

The Bill does not contain a definition of ‘computer network’ either.  This has been explained as an attempt to avoid limiting liability for offences of unauthorised impairment of data by the spatial location of the tangible components of a data processing system.  It appears that the Government accepted the advice of the Model Criminal Code that, “in the absence of any criterion for determining whether physically separate components of a linked system are distinct computers or components of a single computer, reference to networks or systems of computers are best avoided in this particular context.”  

Again, the consequence of the omission of a definition of computer network from the legislation means that what computer network means will be a matter for judicial interpretation, based on its ordinary meaning.

It would be an interesting experiment to firstly see if the participants in this conference could come up with a unanimous position on the ordinary meaning of computer and computer network, and to then compare whatever you come up with with judicial interpretations.  

I suspect that there would be disparity both within the industry, and between the industry and the judiciary.

A further possible consequence of the decision not to define, is that it potentially casts the net of the offences too widely.  Arguably, a definition of ‘computer’ would place a transparent limit on the number of devices which the offences attaches to, and thereby limit the number of people who are potential offenders. 

Whether or not there are, or should be, such limits are ultimately questions of policy.  And policy is a matter for legislators, not for courts.  The question becomes, if governments make a policy decision to introduce computer crime offences, is it acceptable that the responsibility for defining fundamental elements of these offences are delegated to the courts?  

Another difficulty with legislating in this area, is that, in many instances, existing legal concepts are not directly translatable to the cyber sphere.  For example, self defence from attack.  

Arguably, the use of a strikeback program – which would launch a counterattack against the computer used by a hacker - would amount to an offence under the Cybercrime Bill, as it would cause unauthorised damage.   However, as strikeback programs are intended to defend computers and websites against illegal attack, in what circumstances could they be considered a justified form of self defence?  

In situations such as self defence against physical attack, it is relatively easy for juries to judge the reasonableness of the retaliation in the situation.  Arguably, the distinction between reasonable and unreasonable retaliation would not be so clear when it comes to counterattack via a telecommunications system against a hacker.  Strikeback programs usually involve serious risks to not only the property of the hacker, but also to third parties, since hackers are likely to adopt precautions which divert the counterattack to innocent third parties. How would a court or jury apply the criteria of necessity and reasonable response?  

The Model Criminal Code Committee argued that what is a reasonable counterattack against hackers is an issue of telecommunications policy which is not appropriate for courts to determine. However, the Committee also decided that any attempt to state legislative principles of justification or excuse would be ‘premature’ in the current state of uncertainty over the permissible limits of defensive and deterrent strategies against hackers.  In order to establish a defence of justification or excuse, we would need to determine the difference between reasonable and unreasonable retaliation.  

So, if self defence is not available for the use of strikeback programs, and there is no legislative provision for justified use of strikeback programs, are individuals who mount a counterattack as a means of self help liable to prosecution? 

Perhaps the use of strikeback programs is covered by the existing defence of necessity in circumstances of emergency.  But perhaps it is not.  

This clearly illustrates the conceptual and technical difficulties we are faced with when attempting to legislate in this area.

Turning now to the content of the legislation we are currently considering, the Cybercrime Bill contains the following computer crime offences:

· to access or modify computer data or impair electronic communications to or from a computer without authorisation to access, modify or impair, with the intention of committing a serious offence punishable by 5 or more years imprisonment.  Penalty: equal to the maximum penalty for the serious offence.

· to cause any unauthorised modification of data in a computer where the person is reckless as to whether that modification will impair data.  Penalty – 10 years imprisonment.

· to cause an unauthorised impairment of electronic communications to or from a computer.  Penalty 10 years.

· to cause unauthorised access to or modification of restricted data held in a computer (that is, data which is protected by a password or other security feature).  Penalty 2 years.

· to cause unauthorised impairment of the reliability, security or operation of any data held on a Commonwealth computer disk or credit card or other device.  Penalty 2 years.

· to possess or supply of data or programs which are intended for use in the commission of a computer offence.  Penalty 3 years.

These offences are based upon the UK Crimes Act, which in itself is 10 years old.  

While the need for new computer offences is almost unquestionable, before this Bill passes into legislation, it is important that we ask whether these are the correct offences, whether they are drafted appropriately, and whether they will be an effective tool against unacceptable and damaging cyber activity.

The Bill also increases investigation powers relating to the search and seizure of electronically stored data, designed to enhance the ability of law enforcement agencies to detect and investigate crime involving the use of computers  

The new powers, which would exist under the Crimes Act and the Customs Act are:

1. An officer will be able to take a thing away from the search premises where it is significantly more practicable than processing the thing at the search premises and where there are reasonable grounds to believe that the thing contains or constitutes evidential material.

2. An officer will be able to use a computer on search premises to access data held on computers situated elsewhere, on the belief (on reasonable grounds) that data held on other computers may contain evidential material of a kind covered by the search warrant.  

According to the Explanatory Memorandum to the Bill, this power are proposed because most business computers these days are networked – files physically located on one computer are accessible from others, and networks go across physical office locations.  

It should be noted that the officer will not be required to notify operators of computers not on search premises if data held on these computers is accessed under the warrant.

3. An officer will be able to copy data held on any electronic equipment or associated devices at search premises to a storage device where there are reasonable grounds for suspecting that the data contains evidential material.  

This power would permit officers to copy all data held on a computer hard drive or data storage device on the grounds that they suspect that some of the data contains evidential material. The justification for this is that electronic equipment can hold large amounts of data, and it is not always practicable for officers to search all the data for evidential material while at the search premises and then copy only the evidential material which is found.

However, it would appear that this amendment would give law enforcement officers a greater power of seizure in relation to electronic evidence than paper based evidence.  The analogy would be allowing the seizure of an entire filing cabinet on the grounds that there is reasonable belief that there is evidential material within the cabinet.  

Is this appropriate?  

Perhaps it is, given the technical and practical barriers which technology presents to law enforcement agencies, which as a general rule to not have the expertise of the people or organisations which they are investigating.  Even so, we are entering a new realm of law enforcement here, and it is fundamentally important that we acknowledge whether we are going to continue to attempt to operate under the traditional framework of what is acceptable in the pursuit of criminals, or whether we are designing a new framework.  And if we are designing a new framework, it is imperative that the process involves public debate. 

4. An officer executing a search warrant will be able to apply to a magistrate for an ‘assistance order’ to be directed towards a person.  The person to whom the order is directed would be required to provide the officer with such information or assistance as is necessary to enable the officer to access data on the computer system, copy it to a storage device or convert it to documentary form.  Penalty for non-compliance: 6 months. 

Note that there is no requirement to provide assistance under the existing Crime Act search warrant provisions, although there are some assistance provisions in some Commonwealth regulatory legislation.

These new law enforcement powers were not included in the Model Criminal Code Report, although the Report did identify the general need for extended law enforcement powers.  The Government has cited the draft Council of Europe Cybercrime Convention as both the source of and justification for these increased law enforcement powers.

There are a number of points which need to be made in relation to this.  

While the draft Convention is the 25th version, it is still a draft which has not been finalised or signed by the member countries of the Council of Europe.  The Council of Europe’s web site provides a snapshot of the ongoing debate about the appropriateness of the draft Convention.  For example, the draft has been described by the Global Internet Liberty Campaign as a "portmanteau text, embodying measures which are disproportionate, destructive of liberty, and a threat to fundamental rights and national sovereignty”.  The Global Internet Liberty Campaign is a group of 22 associations in nine European countries (Austria, France, Germany, Italy, Netherlands, Spain, Ukraine, United Kingdom), the US, Japan, Australia and South Africa, which, while recognising the need for laws relating to cybercrime is worried by the provisions in the draft Convention on the interception of electronic communications, on the grounds that protection of personal data and the right to anonymity may be jeopardised. 

Australia is not a member country of , and does not even have observer status with, the Council of Europe.  Therefore we have not been involved in the development of the Convention or the drafting of these increased powers, or participated in debates about the appropriateness of the provisions in the draft.

In these circumstances, I do not believe that Australia should rush to implement draft provisions until the community and relevant stakeholders have been given the opportunity to scrutinise them thoroughly.  

Although there is no in principle dispute with the intention of the Convention, with this legislation we are entering new territory for law enforcement, and that is a decision which should not be taken lightly.

Law enforcement agencies argue – persuasively – that there is a pressing need for specialised enforcement provisions.  

Judging what these powers should be raises extremely difficult technical issues. 

It also raises the need to make what are sometimes described as controversial trade offs, and other times as necessary balances, between individuals’ right to privacy, the state’s responsibility to combat crime, society’s need for secure communications networks and corporate interests.

It is no exaggeration to say that the shape of our future society depends upon us getting the balance right.

Conclusion

In this brief traversal of the Cybercrime Bill, I have intentionally raised more questions than I have supplied answers.  

This is because, although some of the answers will come from policy makers and legislators, some of the answers need to come from people like you – the systems administrators, computer technicians, programmers, and information technology users.

I would like to invite all of you to look closely at the Cybercrime Bill after today.  The Senate Legal and Constitutional Committee is conducting an inquiry into the Bill, which presents an opportunity for parliamentary and public scrutiny and debate.  I strongly encourage you all to make a submission and contribute to the debate.

However, the issues which I have raised today go beyond this one piece of legislation.  We are entering a brave new world of global technology, connectivity, and opportunity.  With this new world comes new threats, new opportunities for crime, and new challenges for law enforcement.  How we, as a society, address these threats is a fundamental issue as we face the future. 
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